7K S i KB T % ) i A T-v20190619

G

XIE R

KiFERIRES
EIEFim

(= =

KSR —B I R N SR
MRSER: 400-690-6663

HIR /3237



KO <z KB T % ) i A T-v20190619

Hx
T BB IR e 4
2. FHIE ottt 4
B0 EREIREE .o 4
T I L LZ IR TT TR oottt sttt sttt b s 4
1. [T TR BT ZE A R T BEIE T AT I oo 4
2+ HETURAE H I HEP REQUEST FE TR oottt nne 5
30 AEMEBES TRIZAL covoevee st 5
4y REFIRH ISR oottt 6
5. BRI IR A BIHE EREER oovo e 6
67 BT HRIRBETT IR TS oottt 7
7 BB CRIBEFIRIIBEE oottt 7
8y FRANEIFETE BT oot 8
9y LI RIETVER T I oottt 10
Y B 10
TBATZZZEAL oottt 10
CEBEBEAB T oottt 11
PHAT ZEIEIT TR oottt 12
TEBETEIB cvvreereereeeese ettt s et 13
B REEIRIEIEE | oo 14
BT e 14
T IRAEAAE oottt 16
BT cerveteeee et bbb 16
JRIE ottt 17
FEITEETH c1vvveveeisevee ettt sttt bbbttt 19
EZNREE T RERIIR GBI oo s 21
B BRI T IE B BT oo 21
L BHREE FLTHT oot 22
B R AE st 22

2| 323



il KI5 B i i EFE-v20190619

g

KN

HIW /323



7K S i KR 5 % ) AT T -v20190619

1. 3ZHHER

RSk : 400-690-6663(09:00-18:00)
IRSSHR%E: jinrong@yonghui.cn
Bttt http://jryonghui.cn

2. FBig

AEFRTRERENARER, FFREARERREERIR
F¥a, EIRSFeBRRXERITRSSS, BIFEAEBRT
FIRRIE R,

3. (EFIR

Windows XP LA B3 ER S,
fnk. BERIFRIEHERS,

W R R SR T

1. ERFERETERGRERIEEITIT

H I SRR BB A

HAR3E23 7



TG 4 K 5% P A FH-v20190619

2. BETRAE H IR Http Request 4515

A% Internet JEI, £ “Z” PrEE] R AN AIE RS M7, KW v AREWNT
KRR

5k
oy
=)
e
__\.
Lol

HE vac|| B P~

Internet eI ? > 1

E = BR ORE EE B |FR |2

B y g M

L] HTTP 258 2
FEEHTTP 11
{EFE HTTP2
BT AEERER HTTP 1.1
O =
[ MsnmEnEs
N T m | RV Ny~ ==
] S'Eiﬂ%’ﬂlﬁﬁﬁ%%‘"lnternei ;g e =

%] ﬁ&’%s“éﬁﬂ POST &m@ﬁﬁ?ﬁ%ﬁﬂﬁﬁﬁjﬁﬂjﬂ%
%] Eﬁa DOM ﬁﬁ‘

e . s ' - -

< >

TR B MR ENE S

3. VB SRR

HIIR :

AR, Sl ssiEiacadl !

RIRTT 5 BN BRI TR A AT 52 I b, B 7 P ZE A 15 A R AR 5 SCRER R AR (TR

HEM/3E23



KN Sl KAE D) % 7 i A T 11-v20190619

BHED, WRFATRICRIAMITR, A RS RS SO, HRAE LSR5
BRUE BT IR A

4. ZEFIEHISFEF B R

fEINE: mid BT, R MBI, T R T IR R

S5+ BERAT H IR A B EAR R

f

}«f ceee ||

|\|H

R

| I

IH

t
’ W \

l

HW
}




7K S i KA 5 % 7 5 A E T M-v20190619

&%iﬁ’i M=

f A R CBRE 7 RIS SR U, KA IR 1A 1A

6 ERARRBA EME

yil

f R grik s ONAEM SO REM, FEERBM, ZEHATRES LRAXTHN

i3 base driver.exe

7. BEORENRKIEESE

BAEA LT BR0E, ARAEHE T ik
ENINTYIN P e ik €
LR IE A Bl R AFAE A S L

BIR /323 W



7K 4 il KA 5% s A FH-v20190619

FIxE
AW 2019-05-09 | E 2019-05-13 | Hitias
g
REWE RS FEOL EEs AN EEEH FEEHE BETE EHEEH #E SHHER
EEIHEET
0
< >

8. MAEIFREB T

AT 22 H 3T 1 configini ST, S S AR (o 75 2 06 F 2 A
LR H R
RS (D) > FELMRES

=] =k E-Sii] Foh
BackData 2019-05-30 14:34  Zrfgs=
Image 2019-05-30 14:28 4=
Logs 2019-05-30 14:34 37f4=E
UseBin 2019-05-30 14:28  Irfgs=
@ 500102010004145.inf 2019-05-09 16:53 =HEE 1KB
i5 base _driver.exe 2014-08-27 17:08  WAHER 1,373 KB
2010-1217 17:29 {FHEFTE 36 KB
2019-05-30 14:34 ESZE 1 KB
%] CreatData.dll 2015-04-21 10:33 AR R 11 KB
cryp_api.dll 2015-04-2110:33  NAEFETEB 360 KB
D cssssssign 2015-03-11 12:39 0% 2KB

Mk AT %S, RGBS —47 “=7 5 )5 1 A A 2S5 DR a0 T 1 .

HeM /323



7K S i KB T % ) i A T-v20190619

7| Config.ini - iB=& — a x
IEHF) REE) EI0) ZE(\V) EEH)

["I%_\E_] ~E
.:. iﬂﬂiﬂ: http://jr. ruizhi. com .
)\ﬁﬁ ET oA E, T s

S50
%E @R‘Wx%%’?iﬂjﬁﬁ{ﬁg?ﬁu, EToFtfEE, FT S
—t 0

E%j]n
1% %ﬂﬁ%mﬁ‘é, ET oA FERREE, ST 1ERRE
-

B T
ﬂ

00102010004145 |
AU L2005
3456

ﬁ%
%—%

8 ||D§?§J§€% % B
=5

SR
HAIDD,
pll]

s

oY

=FSZT. 68, ZFBZ. 63, ZFRQ. 80, FPZL. 100, FFDN. 94, FPHI. 74, KPRQ. 125, QDBZ. 85, HTJE. 100, SLV. 100, HTSE. 100, JSHT
. 100, GFNC. 231, GFSH. 144, GFDZDH. 100, GFYHZH. 100, KPR. 58, FHR. 52, SKR. 49, ¥FNC. 100, XFSH. 100, M. 80, BZ. 20, F

SRQ. 130

HmEE

=FSZT. 100, FPZL. 100, FEDN. 100, FPHN. 100, KPRQ. 100, HTTE. 100, HTSE. 100, SLV. 59, TSHI. 100, GFHC. 100, GFSH. 100
. GFDZDH. 100, GFYHZH. 100, ZFBZ. 100, XFNC. 100, ¥FSH. 100, BZ. 100

T3 E4ak_500102010004145. 495000144253]

T—F%‘;Elggif
HZHAIE=2019-05-30 14:34:52
H”%%F%—‘LEIHH =2019-05-09 17:34:42
Htts= v
7| Config.ini - iB=& — a x
TP REE ERO) FEV) EEHH
|HEE] B
:F iﬂﬂ.iﬂ: =http://jr.ruizhi. co

%\ )\ﬁfﬁﬁ eSS *kﬁ ﬂ'—liﬂt#ﬁﬁ

FTostAERMER, ST kR

A g
HE =1
HASES S
ﬁﬁ%ﬁ“q. 0.0.1
|FrE 48] =TEST
E
[ETRE]
RIE R
5|=FSZT. 6%, ZFEZ. 63, ZFRQ. 80, FPZL. 100, FPDN. 94, FPHM. 74, EPRQ. 125, QDBZ. 85, HITE. 100, SLV. 100, HISE. 100, JSHT
. 100, GFNC. 231, GFSH. 144, GFDZDH. 100, GFYHZH. 100, KPR. 58, FHR. 52, SKR. 49, ¥FNC. 100, XFSH. 100, M. 80, BZ. 20, F
¢ SR, 130
oI R
¥=FSZT. 100, FPZL. 100, FFDN. 100, FPHN. 100, KPRQ. 100, HTJE. 100, HTSE. 100, SLV. 59, TSHT. 100, GFNC. 100, GFSH. 100
|: GFDZDH. 100, GFYHZH. 100, ZFBZ. 100, XFUC. 100, XFSH. 100, BZ. 100
A HESRh_500102010004145. 499000144253]
:B-T%‘;Elggﬁf
g§%5%= 019-05-30 14:34:52
= HHI=2019-05-09 17:34:42
il

TRAFIE 5 BB TR 5 5 2 FT (] B £ 2 AT AR S 1 6 S F i«

W /3k23



7K S i KB T % ) i A T-v20190619

Fefhtit http://jr.ruizhi.com

ey BE ~

wliR=

HEHNS 499000144253

W] Tl

[0 A= (xEsSRSH

3E . SR AENEEROS | SpilSnEEsE=k
iEi= , EESiiHE

[ 8ErE04

9. EFREREHEREM

I AT ORRE Y g AR, BIBCA R R —PETIPIRE, RS BERARES

14:25

. 0 dx wm 1 h S i A

B ’ 2019-06-19

HUAE A B S MRS, — B H 5 Do RERS), WA, T TMIBR
BRAE S Ak
FR %A

4. REEPTHI

BITRER

N KOV 4 Rl At
M iE AT 272358

o KIESRIFEESZV1.0.0.1.exe

/103 /3523



7K S i KR 5 % ) AT T -v20190619

Lﬁ%&%ﬁf?)ﬁﬁ)\FEFETE’J “CRAEGIEFF LS NGRS, TR R,
Bredes

EEEREF VIO =S — X

%’(iﬂ[ﬁﬁ “REHERF V107 3Mm

%’Pﬁ%ﬁ?é% [fR=<hk “ RERIER V107 FUZE

SO BT Bl

B [T—&H] .

WA
B X
EEEEF VIO == — Py
ol

TT3% “RERER V1.0" 28 HREE .

1% [Pebn] j2ha: R BE R -

| —xERA A= ~
— -~ ¥ ER

FHERRP (BA CEASMSER ST MRS RGERARLT (1
TEE CTHIRS " ) CEET CFER” witran (EUTER R
m” ) BEER e —BEE . BRI EMAEEREN SR, FREEE
#%F"Hm{%I FEHRETR - IRAFPTEEHREES . BB RS

K B—1klm e im i AR X :

E%{ i Eﬁ T—ﬂ:? }%ﬁTE% I NEEE AT RERE

O FHRT “ IFRlEh " RREES (A)

AT

¢ F—EE® || TS5 > Bl (C) f

ZREERE

BN AR “D\RES T 7, WRB B LCRAE ARG B, Wy e 44241, 85

/1L /3E23 0



KO <z

KA 5 & viig A E FH-v20190619

TERERRAT
NUWRIBR RGERE, FRBHEENEK.

WP 2R, mialy “ 27 BT, AEUCRIE RS (— 08 C £,

(AN FCVF 22 3 E S 1 iy e A% 1Y) H o L)

EEERFEVIO=E

EETEE
HHECEERER V107 BT EN k.

BRIk

T TR L T T R

- bt

[ FEFEE

| s e,

REETE@E]: 141. 4ME
TIFZsiE: 31.86E

¢ F—E5R) | TE)

AL |

PAT IR

NN DNTTRINS il s itV e Sk - sl TR TRV X

FLAAI AL TS

PERETITSE « 9 H R SR BB A% 22 e AR W] 2R $R s R B4R

EEERFE VIO ZE

TR
“FERERF V.07 FETH,

IHET: FEClienthpp. exe. .

B0%

EFE. ..

ﬁ"ﬂ:’.ﬁi INEESER
. CommEE. d11. .. 100%

© Config imi... 100%
. CreatData d11. .. 100%
© DewChs. ini. .. 100%

. FPClienthpp. exe. .. BO%

< E—#E) T—

& > B (C)

12 /3523



7K S i KA 5 % 7 5 A E T M-v20190619

LB

B =2 - AEeTETaseE R - X
Eﬂ%ﬁfﬁﬁéiﬁ%ﬁﬁ%ﬁ?ﬁ

| #F 3m
1 g4 [ oL imEE v, 13 F
WEEEE DRESSTARSBFMEh2 19 5
HE ISR A LR A -
| Bk T—5 " 1 HBE AT BLEEER.

REXZMTML

[KFO SECURITY RESEARCH CENTRE

[ —i (H) > :b]

R L |
W . e

# =2 - AAEeTETARLEN

|||
il
T
il
ryt

Etne q&i |
SERFEERE DA TARARSEAKLE BTG, B »

F

hrete L
ActiveXRegGs pe P
1 E |
Cryp_CtifE{diFMaET
RE
BI3H
2 e 2
RERTE,

ML SR, RN R .

/I3 /3L23 0



7K S i KR 5 % ) AT T -v20190619

EEERFEVIO=E —

ZHEEBER V1.0 TEmS 76k
i {=] o" ¥ = \xé o
L SR

MiEiT ZESEF v1.0R)

¢ F—2(F) BN ()

IBATRE G WA A RE 2 R TR R, IS IEEE VPR A A, IR e AN R

5. REZIFFHES]

& i

<
RO R, WS RS AR BB . B
FARHEB 4, Ak “FE” 2Ebd B, TESS DT, 325 R
: e
TR, (VER: JEFERLE T 7 i 5 | IS B o
B, T B T I T AR AR, 502 R R

.

147 /3523



TR 4 KA 5 & P A E T -v20190619

Fefhtit http://jr.ruizhi.com

iEEE BE ~

s -FBUSBKEY(0xAT)

iE

(e vey

TR EmARRESREHOS | SRLUSmFEES=R
Hi= . UgEeiiiE

[ HaE HGE

AP T S SR e IR B S -

Fefhtit http://jr.ruizhi.com

iEeE inifE v

wliR=

15T /323K



TR 4 KA 5 & P A E T -v20190619

Y EES X
o) FNERRES |

FoR=mitE=E

0% !

FIXREHRE

TS TRARE, £ E R T ol “ATTF Bk 1l e i T TR M A

FTHE O X
p=t_{ak:1} ‘2019-05-09 v‘ ES ‘2019-05-13 v‘ ml@‘
m
EEWET  FREIFE FREY R AT HEEH FEOH HEATE e #E AR st
HEHERT
o
= >

&if

Je EARIERER N SR HIREE, AR Al T ds, -

16T /3523



TR 4 KA 5 & P A E T -v20190619

JI=E- 30

RS REE |

AREE |
BERE RIS FEOM REEA HBICE  amSE FEEH BEAE AW BE A RS

ERMERT

MirEHZ )G, BEHIRE R SRR IEERESR+, E 056

*B) EEEE X

W) WriREREhRE !

0% HEIE 2 &

mWJE, R NEE, il kI, Wi

F17H /323K



TR 4 KA 5 & P A E T -v20190619

HFAM 2019-03-13 | E 2019-05-13 |
I RIERS i i Al b T F=HER HE A 7 m E |
WO e va | |® mERsE 1500000000 | 4195001(2019-05-00 17:28:10 |[E mmAE | T119.27| 0.09| 100.73/1220.00
Oz vV au | |@ @EFE= 1500000001 4195002|2019-05-00 17:34:42 | [ FEfeet | 01.74] 0.09] 8.26/100.00
2 1211.01 108.99
< >

M2, BE DR E R SRR A ROE R, TH O

I EEE1HEE

sz m, HESEIPRE AL “ORE", TIRRERN S HREHIREESE

18T /3523



TR 4 KA 5 & P A E T -v20190619

HFAM 2019-03-13 | E 2019-05-13 | (Pxsl| Dgl|
HIER
REWE| EEITE (FEEH EEE #AIE =ESH FEAL FEE BiER WE SitiHE &
v oeE| v an | |® mERsE 1500000000 | 4195001(2019-05-00 17:28:10 |[E mmAE | 1119.27| 0.09| 100.73/1220.00
v osEl v e | | @ REHSE 1500000001 | 4195002[2019-05-00 17:34:42 | [ At | 01.74] 0.09] 8.26/100.00
2 121101 108.99
< >

HEH

p=t_{ak:1} ‘2019-05-09 v‘ ES ‘2019-05-03 v‘ BOES |RRE -
HITRE HESE
[y, o)) m—er | 2B EEET FERH A& SR HE tidfaH ey sE=to L ias]
<FHHBRR >
| 0
a >

BIE RS A
RAEREADR N =AM, TAEEHER BRI GHAE. HETRS . BT GRAES

WEFR L4, =T IRSS #8158 DRAIESS 2 To iR A b AT REERAE, 7500 n)
RE A7 B TG o

19T /L3



TR 4 KA 5 & P A E T -v20190619

FIRE O X
AW 2019-05-09 | E 2019-06-03 +| EEZIE Fﬁﬂj i R -
pmeE  wmEs
EEWTE RERE ZRHE EESH FEB# SHER ERER WE ey marTEin MRS

HRESHIRE

BT [hreps://fpdkgd-n-taxgov.cn/

FATEHES [91440101716315171W |

e A AT LTS

mir CRE” H
FE/NET AT DA B A R A i DU

A REUIS R
. =N TaAENE
12]%

fTAEEE

RAR T R BE HEAT A0K,  RIASE AT BIHU 2 DRI IR

207 /3230



FKO < it KA 5 % 7 5 A E T M-v20190619

EEEEr T =

HEO® 20180603 v F 2019.06.03 ~ L
=9 =t} < KE 3 5 B lar AT
044001700112 79/ 2018-05-04 0.03 2058 AR SL440101716315 S EaH| T2

044001700112 7,2018-05-04 0.0310,78 [ AN R 1440101716311 1 MBI EEH THIET

044001700112 371 520180504 0.03 17.04 AR R 0144010171031 FHIE RIS SN SEAT
044001700112 503 1320180504 ¥ 0.03/4.50 ATTARAIER 144010171631 FG S ERI F0TT
W I ER 4400173120 254 3/2018-05-05 | 71689.11 410189 0.05/76000.00 AT AT RAR 144010171631 I i U ERN Tl

@ BWRERE 4400174130 303 520180505 | 607.55 3645 0.05/544.00 [ A RMBRLA 01440101 716311 1" MBI EEH TSAETI

W WAEET 4100174130 4. 12080620 | 3E007.14| 1004.86 0.05/40002.90 AR R 0114010171631 (HIF RIS S SREAT

@ PRESY 4400174130 34 220080520 | 76190 2810 0.05800.00 A R AR 144010171631 MG SR RN FEAar

= PTGEN 4400174100 4 920100522 | 943 0.57  0.05/10.00 [ATTAERER SLH0101716315 I S ERH TarkTr

@ BEWERERE 4400074130 3647 W) 2018-05-22 1421321 852.79 0.0515066.00 [ HHMBRE 9144010171631 1" M BISEEH TEiE1

'@ waEET  11coi=2130 138C 52080625 | c72.41 10750 0.26780.00 S 01440101716310 ARSI S $EAT

W RAREY 4400174130 384115/ 2018-07-05 | 120169 1%€.11 0.05 3500.00 AT O1 010171631 SIS ERN S8

W IREN 4400174130 499€  7/2010-07-05 | 953.77 57.23 0,05 1011.00 ATTARREREN 9144010171631 I SR ERH TSI

@ PAEER 4400174130 3647 6 2018-07-16 3R097.14 1604.86 0.05/40002.90 [ AR 0440101716317 1" Hb B EEH THiESI

@ WWEET 4100174130 364 72080716 | 761.90 3810 0.05/800.00 AT A D144010171031° [~ HIS ISR 2 ST

W AREY 1100182130 215 920180718 | 1785.41 11259 0.03 3900.00 A FRAR RN 140101716218 FFRIFERN S8

W I ER 4400154160 3 i2/2016-07-20 | 46543.65 1456.31 0.03/50000.00 CATTARRRER 9440101716315 I i S ERH THiRTr

@ PARER 4400174130 363 &20180726 | 943.40 56.60 0.051000.09 | BRI 9144010171637 1" i BIHEEH TEiET"

B RAEEN 900181130 02 32080807 | 730811 4921.89 0.06/78120.00 AR 0144010171631: [HIF RIS EH PAEAT

@ pEESY 4100201130 102 420080807 | 7260811 242189 0.08 7012000 ) A AT D1 010171631 NS SR £RAT

W ERE 1200191130 90 3/2016-09-09 | 25471.70 1528.30 0.06/27000.00 ATTARRER 91440101716315 I i S ERH T2RTr

o REGER 4400174130 29 1120180809 | £06.42 49.58 0.05/876.00 [ AR 9144010171637 1" MMM EEH TAES"

@ WAEEE 3300182130 38 8 20180821 | 1135189 cEL.11 0.0612033.00 (AR AT 0144010171631 [CHIE SIS EH SSEAT

| REEEY 4100181130 109 13120184921 | 404328 £46.94 036469032 AP AR D1440101716218 S SIS B F=RaT

- I ER 4400101120 110 9)2016-09-21 | 735341 1176.55 0.15 852093 MATTARRRR S1440101716315 i S ERH TRTr

@ SRR 4400181130 10 9/2018-08-21 | 2642642 1705.58 0.05/30132.00 (BB RE G144010171631° 1" MBI EEH THIET!

@ WAEsR 100181130 110 30 20180821 | 25.80 4.14 0.16/30.00 AR R 0144010171631 rﬂyﬁanpun BEAT

@ WRFEY 4400174130 364 020180822 | 36007.14 1804.86 0.05 40002.90 MOATTARAAER S1HM0101716318 IS SIS E R S8 T

W TR EN 4400174130 36 31/2018-08-22 | 1142,06 S7.14 0.05/1200.00 MAMTARFRR 9144010171631 i S ERH THRTr

@ BERER 1100182130 20 3l0s0s2e | 672,41 107.59 0.15/780.00 | HHAD R 914401017 16317 1" B EEH THIES!

W@ ORNEER 4102174130 108 /5 2018.00.04 | 33000.71 90020 0.3 3¢000.90 (AR FAW 0144010171031 [CHIE RIS 2 SEAT

® WabEY Ao p 2mem0 | 102415 €085 .05 1075.00 A P AT D1 010171631 S SIS B AR AT

W AR 4400182120 15 .0/2010-03-08 | 74151 4449 0.05/706.00 AMTAERIRR 9440101716315 I i BRI ERH TR

@ PENRER 4400174130 36 07/2018-09-12 | 36097.14 1604.86 0.05 40002.90 [ AHHTRGN 91440101716317 1" B EEH THIES)

s*ﬁ:‘ﬁ W RN, 4100174130 36 08 2018-00.12 1142.80 57.14 0.051200.00 AR R Q144010171631 FHiFE RS2 SEAT

(CEZSNEY ST 8 20180913 1842746 5252 AT AT 011 TSR R AT
1795008.99 £9631.75 -

. n v

B IRETRefR 5 % Y
B REAERE AT OO A0 2 /NI BB R — TR SOHR T BRI B P e

5 LD
BRI 22 BRAT T RA Zy I AE M 2% T I O T 82 B S TR SOl iR

REAIIRERBIEHIBIT

A S NS A RA B RIERF

WEREA, T LT RESRIETT

-~
KIESRIE
S

217 /3523



TR 4 KA 5 & P A E T -v20190619

2 R BT R I B SR
U= =ess X
EEFHEENEREIER

MESER : - @ DAFEERES\FPClientApp.exe

B : C:\Users\dzs\AppData\Roaming\Microsoft
\Windows\Start Menu\Programs\Startup\%&&5.Ink
WABTEESERASHNEN, XD, BSRESFIRL
BREBHNECANSENEE, MBERRETHEN ., S8

1k,
|i TR | IBIEARERIE 20) | v
| At -
% BRI TR, AR |
—]
T HERE %
o3
L L R a3

0% !

TR

W E T MR, Al CRIE” - R Excel”, WA:

W22 /3523



TR 4 KA 5 & P A E T -v20190619

HEEH [2019-05-09 | F [2019-05-13 ~ Oxg |- [Orzl] szxs -
/m‘ SHExcel(E) |
BENE EEEE FEELH o ERIE EEEH FEE FHBRE GitER HE R i
RS
0
< >

W23 /3230



